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CASE STUDY OF SOFTWARE COMPLEXITY 
AND ERROR DETECTION SIMULATION' 
N. F. Schkidewind 
Naval Postgraduate School 
Monterey, CA 93940 
The history of developing and using a 
simulation model for  the study of software e r ror  
processes, complexity and s t ructure  i s  traced. 
Strong and weak points of simulation as they re- 
l a t e  t o  model val idi ty ,  accuracy and cost of 
implementation and use a re  discussed. The simu- 
la t ion model i s  compared t o  a s imilar  analytic 
model. The history of a n  experiment in sof t -  
ware complexity a n d  e r ror  analysis i s  used t o  
show the correspondence between empirical and 
model resul ts .  Empirical wthods are  contras- 
ted with the use of models in terms of va l id i ty ,  
accuracy, generality and cost. An assessment 
i s  made of the appl icabi l i ty  of the techniques, 
based on these experiences . 
Introduction 
Some of the problems which have chal- 
lenged computer software developers and tes te rs  
are:  ( 1 )  control o f  program complexity during 
development i n  order t o  avoid problems w i t h  
debugging, tes t ing  and maintenance during l a t e r  
stages of the software l i f e  cycle, ( 2 )  identi- 
f icat ion of quant i ta t ive measures of program 
complexity which can be used in ( 1 )  and  for  
allocating resources t o  tes t ing ,  (3) estimation 
of d i f f icu l ty  of debugging as a function of 
program complexity and ( 4 )  estimation of degree 
o f  program checkout which can be accomplished 
w i t h  a given n u h e r  of t e s t s .  A simulation model 
was developed which was addressed t o  ass is t ing 
i n  the solution of the  above problem areas. The 
history of a software e r ror  detection simulation 
model development and use, and related work, i s  
described and evaluated for  the purpose of inform- 
ing software model developers and users about: 
Advantages of simulation f o r  t h i s  application. 
Disadvantages of simulation for  this 
appl i cat ion. 
Strengths of  simulation re la t ive  t o  analyt ic  
models and empi ri cal experiments. 
Lessons learned and things which will be done 
different ly  the next time. 
'Supported by 
r e n t  Center, 
a grant from t h e  Naval Air Develop- 
Warminster, PA. 
Elements of Program Testing 
The s ta r t ing  point for  developing a func- 
tional t e s t  plan is t o  identify system outputs 
and the conditions under which these outputs 
should occur. Conditions r e f e r  t o  inputs, 
processing s t a t e s  and  operating mode which are 
necessary t o  produce a given output. 
mode refers to the environnent i n  which process- 
ing takes place, e.g. tinle sharing. Inputs 
which have no meaning f o r  a par t icular  operating 
mode, e.g. batch i n p u t s  during a time sharing 
mode, are invalid inputs and  are rejected. Sub-  
sequent discussions will pertain t o  an unchanging 
operating mode and i t  will be assumd t h a t  inputs 
correspond t o  the operating mode. Processing 
s t a t e s  are  defined by the values of s ta tus  
indicators and by data base content and s ta tus .  
The number and types of inputs are  the control 
variables which are available t o  the t e s t e r  for  
constructing an e f f ic ien t  t e s t  plan. One view 
of an e f f i c i e n t  t e s t  plan is one which uses only 
those i n p u t s  which are necessary for  producing 
given outputs and does so w i t h  a minimum number 
of tests. Another view, and the  one of in te res t  
for  t h i s  paper, i s  a plan which maximizes program 
coverage for  a given number of t e s t s  o r ,  alterna- 
t ive ly ,  minimizes number of t e s t s  for  a given 
coverage. The l a t t e r  concept i s  relevant for 
program qual i ty  assurance purposes. Coverage 
refers t o  the f ract ion of a program which has 
been executed. I t  is usually measured in terms 
of number of paths o r  branches which have been 
executed i n  re la t ion t o  to ta l  number of paths o r  
branches, respectively. In qeneral , qua1it.y 
assurance i s  increased w i t h  increased coverage. 
I f  a program is viewed as a directed graph 
(Figure 1 ) ,  coverage may be thought of as the 
portion of a program which is  traversed by one 
o r  more inputs. 
Operating 
Model of Program Execution 
In order t o  understand the t e s t  process, 
i t  i s  useful t o  have a model of program execution 
which includes i n p u t s  I ,  processing s t a t e s  P and 
outputs 0. I f  a program is  i n i t i a l l y  i n  process- 
i n g  s t a t e  Po , the input-output relationship can 
be viewed as one where P is  caused t o  sequence 
t h r u  Po . . . P j  . . . Pn , and produce an output 
O j ,  corresponding t o  P , where n i s  the f inal  
j 
program s t a t e  and j 2 n .  The sequencing of P i s  
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caused e i t h e r  by t h e  sequence o f  i n p u t s  I1 ... Im, 
o r  by an i n t e r n a l  mechanism i n  t h e  program which 
causes a t r a n s i t i o n  t o  P 
An i n p u t  i s  i d e n t i f i e d  w i t h  a path,  where 
a path i s  a connected and d i r e c t e d  s e r i e s  o f  arcs 
(branches) which o r i g i n a t e  a t  s t a r t  node 1 and 
terminates a t  t e r m i n a l  node t. The s e r i e s  o f  
i n s t r u c t i o n s  executed on a path i s  r e f e r r e d  t o  
as an execu t ion  sequence. Changes i n  P occu r  as 
i n s t r u c t i o n s  a r e  executed on a path.  
and hence an i n p u t ,  i s  i d e n t i f i e d  w i t h  a t e s t .  
Thus coverage can be measured i n  terms o f  t e s t s  
o r  i n p u t s .  
path 1 .... t, may cause an i n c o r r e c t  va lue o f  
P. Th is  a c t i o n  r e s u l t s  i n  an e r r o r .  I f  e r r o r s  
a r e  represented as o c c u r r i n g  between a p a i r  o f  
;iodes, i and i+l , o r  on t h e  a r c  connect ing these 
nodes, t h e  t r a v e r s a l  o f  an i n p u t  w i l l  be h a l t e d  
a t  t h i s  p o i n t ,  assuming t h e  e r r o r  i s  detected.  
j '  
A path,  
An i n p u t ,  t r a v e r s i n g  an in tended 
Test Methods 
I n  some f u n c t i o n a l  t e s t s ,  i n p u t s  a r e  
chosen more o r  l e s s  a t  random i n  o r d e r  t o  
reduce b i a s  i n  t e s t i n g ,  o r  t h e  n a t u r e  o f  t h e  
i nDu ts  may a c t u a l l y  be random. I n  o t h e r  cases, 
i l l pu t  s e l e c t i o n  i s  d e t e r m i n i s t i c ,  i . e .  i n p u t s  
a r e  s e l e c t e d  on t h e  bas i s  o f  c r i t i c a l i t y  o f  t h e  
o u t p u t  assoc iated w i t h  t h e  i n p u t ,  sequence o f  
i n p u t s  which i s  meaningful i n  t h e  a p p l i c a t i o n ,  
o r  f o r  o t h e r  reasons; i n  any event,  t h e  t y p e  
and sequence o f  i n p u t s  i s  pre-determined. 
Independent o f  whether i n p u t  s e l e c t i o n  i s  random 
o r  pu rpose fu l ,  a good s t r a t e g y  i s  t o  p a r t i t i o n  
t h e  program i n t o  paths which a re  as d i s t i n c t  as 
poss ib le ,  t h a t  i s ,  w i t h  paths t h a t  have a 
minimum number o f  branches i n  common. 
One method o f  t e s t i n g  i s  by path.  
p i e c e  o f  t e s t  data,  o r  i n p u t ,  de f i nes  a path.  
The a b i l i t y  t o  achieve h i g h  coverage i s  
l i m i t e d  by t h e  comp lex i t y  o f  program s t r u c t u r e .  
Complex s t r u c t u r e s  con ta in  many paths;  i t  i s  
d i f f i c u l t  t o  cove r  a h i g h  percentage o f  paths 
i n  a complex s t r u c t u r e  w i t h o u t  t h e  number o f  
i n p u t s  becoming p r o h i  b i  t i  ve. 
o f  knowledge about t h e  number, t y p e  and d i s t r i -  
b u t i o n  o f  e r r o r s  i n  a program. Whereas program 
s t r u c t u r e  i s  known, t h e  l o c a t i o n  ( d i s t r i b u t i o n )  
o f  e r r o r s  i n  t h e  s t r u c t u r e  i s  unknown. Even e r r o r  
d i scove ry  does not  h e l p  much. The d e t e c t i o n  o f  
one e r r o r  does n o t  t e l l  us much about t h e  number 
o f  e r r o r s  remain ing o r  t h e i r  l o c a t i o n s  i n  t h e  
program. This means t h a t  a t e s t  s t r a t e g y  can 
e x p l o i t  a program's s t r u c t u r e  b u t  n o t  i t s  e r r o r  
a i s t  r i  b u t  i on .  
Each 
The most d i f f i c u l t  f a c e t  o f  t e s t i n g  i s  l a c k  
S imu la t i on  Model Ob jec t i ves  
The o b j e c t i v e s  o f  t h e  s i m u l a t i o n  model a r e  
to :  (1)  a s c e r t a i n  t h e  r e l a t i v e  d i f f i c u l t y  o f  
t e s t i n g  a s e t  o f  programs p r i o r  t o  t h e  t e s t  and 
( 2 )  p r o v i d e  an e v a l u a t i o n  o f  r e l a t i v e  e r r o r  
d e t e c t i o n  p r i o r  t o  t h e  t e s t .  Th i s  i n f o r m a t i o n  i s  
used t o  c o n t r o l  t h e  complex i ty  o f  programs d u r i n g  
t h e i r  development i n  o rde r  t o  a v o i d  excess ive de- 
bugging d u r i n g  t e s t .  The i n f o r m a t i o n  i s  a l s o  used 
f o r  t e s t  p lann ing  by a l l o c a t i n g  t e s t  personnel  and 
computer t i m e  t o  programs i n  accordance w i t h  a n t i -  
c i p a t e d  r e l a t i v e  d i f f i c u l t y  o f  t e s t i n g .  The t h r e e  
types o f  ou tpu ts  o f  t h e  s i m u l a t i o n  model a r e :  (1)  
expected percentage o f  r e s i d u a l  e r r o r s  versus num- 
b e r  o f  i n p u t s  f o r  a g i ven  program s t r u c t u r e ,  (2 )  
expected pe rcen t  o f  coverage (a rcs  t e s t e d )  versus 
number o f  i n p u t s  f o r  a g iven program s t r u c t u * e  and 
(3 )  expected f r a c t i o n  o f  e r r o r s  detected,  f o r  a 
g i ven  number o f  i n p u t s ,  versus program s t r u c t u r e  
comp lex i t y  (number o f  paths) .  Examples o f  t i e s e  
ou tpu ts  a r e  shown i n  F igures 2, 3, and 4, 
D e s c r i p t i o n  o f  S i m u l a t i o n  Model _ _ ~  
A s i m u l a t i o n  model o f  e r r o r  d e t e c t i o n  must 
be general ;  i t  must have v a l i d i t y  f o r  a l a r g e  
number o f  cases. Exper iments conducted w i t h  t h e  
model must be capable o f  r e p l i c a t i o n  and i t  nust  
be p o s s i b l e  t o  compute model s t a t i s t i c s .  F o r  
these reasons t h e  s e l e c t i o n  o f  a path,  which 
de f i nes  a pa th  and t e s t ,  i s  random. I n  t h e  model, 
an i n p u t  randomly branches ( w i t h  equal  branch 
p r o b a b i l i t i e s )  a t  each node u n t i l  e i t h e r  an e r r o r  
i s  encountered between nodes i and i+l o r  node t 
i s  reached. I n  t h e  former case, t h e  e r r o r  i s  
"removed" and t h e  i n p u t  r e t r a c e s  i t s  p rev ious  pa th  
f rom 1 t o  i; a t  l-t.1, a branch i s  randomly s e l e c t e d  
and t h e  above process cont inues u n t i l  t i s  
reached. 
d i f f e r e n t  t han  de te rm in ing  i n  advance, on a ran-  
dom bas is ,  a p a t h  which t h e  i n p u t  w i l l  t r a v e r s e .  
S ince t h e  model must be general  and s i n c e  
e r r o r  d i s t r i b u t i o n s  a re  n o t  known i n  advance o f  
t e s t i n g ,  e r r o r s  a re  randomly seeded i n  t h e  program 
s t r u c t u r e  d u r i n g  t h e  f i r s t  phase o f  t h e  s imula-  
t i o n .  A reasonable assumption concern ing the 
e r r o r  d i s t r i b u t i o n  i s  t h a t  t h e  nunber o f  e r rDrs  i s  
p r o p o r t i o n a l  t o  number o f  statements i n  a program 
segment ( a r c ) .  Acco rd ing l y ,  t h e  d i s t r i b u t i o n  o f  
e r r o r  p o s i t i o n s  i n  an a r c  i s  u n i f o r m  (equal  
p r o b a b i l i t y )  w i t h  respec t  t o  t h e  beg inn ing  o f  t h e  
arc .  Th is  i s  e q u i v a l e n t  t o  an exponen t ia l  
d i s t r i b u t i o n  o f  n u h e r  o f  s ta tements between 
e r r o r s ,  which i s  a l s o  e q u i v a l e n t  t o  a Poisson 
d i s t r i b u t i o n  o f  number o f  e r r o r s  p e r  g i ven  number 
of s ta tements.  
branching p r o b a b i l i t i e s  and a g i v e n  program M i l l  
have d i f f e r e n t  branching p r o b a b i l i t i e s  depending 
upon t h e  i n p u t  data.  
b i l i t i e s  w i l l  be unknown o r ,  a t  l e a s t ,  ve ry  
d i f f i c u l t  t o  es t ima te .  For  t h i s  reason and 
because t h e  model must be a p p l i c a b l e  t o  a l l  pro- 
grams, equal  branching p r o b a b i l i t i e s  a r e  used. 
The choice of  branching p r o b a b i l i t i e s  has no 
s i g n i f i c a n t  e f f e c t  on s i m u l a t i o n  r e s u l t s  under 
t h e  c o n d i t i o n  o f  random e r r o r  d i s t r i b u t i o n ;  
I n  r e a l i t y ,  t h e  above process i s  no 
D i f f e r e n t  programs w i l l  have d i f f e r e n t  
I n  genera l ,  t hese  proba- 
Eva lua t i on  o f  S i m u l a t i o n  as a Tool f o r  S o f t w l E  
E r r o r  Ana lys i s  
Choice o f  Language 
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The t ype  o f  s i m u l a t i o n  t h a t  i s  performed i n  
sof tware e r r o r  a n a l y s i s  i s  n o t  amenable t o  t h e  use 
o f  a t y p i c a l  s i m u l a t i o n  language l i k e  GPSS, whose 
fundamental c h a r a c t e r i s t i c  i s  t h e  man ipu la t i on  of 
queues. The a n a l y s i s  o f  w a i t  t imes,  queue s i zes  
and t h e  s i m u l a t i o n  o f  d i s c r e t e  events were n o t  i n -  
vo lved i n  t h e  e r r o r  s imu la t i on .  The i tems t h a t  
were impor tan t  were program t r a n s p o r t a b i l i t y  and 
t h e  a b i l i t y  t o  c a l l  subrout ines,  such as t h e  Naval 
Postgraduate School random number generator ,  from 
ou r  FORTRAN L i b r a r y .  I n  a d d i t i o n ,  program l o g i c  
ma in l y  i nvo l ved  branching dec i s ions  which simu- 
l a t e d  an i n p u t  t r a v e r s i n g  a program and branching 
a t  d e c i s i o n  nodes. 
accomplished w i t h  a general purpose language. For 
these reasons FORTRAN I V - G  was used. No major  d i f -  
f i c u l t i e s  were encountered i n  us ing t h i s  language. 
S t a t i s t i c a l  and Computational Problems 
The choice o f  p r o b a b i l i t y  d i s t r i b u t i o n s  f o r  
e r r o r  seeding and branching p r o b a b i l i t i e s  were t h e  
major  problems i n  develop ing the  model. 
t he  case because dec i s ions  had t o  be made about 
processes whose c h a r a c t e r i s t i c s  were unknown and 
where d i s t r i b u t i o n s  could va ry  w i d e l y  as a func-  
t i o n  o f  p a r t i c u l a r  a p p l i c a t i o n  and program char- 
a c t e r i s t i c s .  A r e l a t e d  problem was t h e  determina- 
t i o n  o f  number o f  r e p l i c a t i o n s  which would be nec- 
essary f o r  making s t a t i s t i c a l  computations. A l l  
o f  these problems arose because i t  was n o t  v a l i d  
t o  use se lected e r r o r  d i s t r i b u t i o n s  and se lec ted  
program execut ion paths, since, as s t a t e d  pre-  
v i o u s l y ,  program e r r o r  d i s t r i b u t i o n s  a r e  unknown 
and d i s t r i b u t i o n  o f  path execut ions i s  i n p u t  data 
dependent; t he re fo re ,  s imu la t i ons  o f  p a r t i c u l a r  
cases would n o t  have been meaningfu l .  What was 
needed was a model which would have general a p p l i -  
c a b i l i t y ,  and from which expected values and v a r i -  
ances cou ld  be computed f o r  e r r o r  d e t e c t i o n .  The 
d i f f i c u l t y  w i t h  t h i s  approach was t h e  number o f  
r e p l i c a t i o n s ,  say 100, t h a t  was necessary f o r  s ta -  
t i s t i c a l  v a l i d i t y  r e s u l t e d  i n  excess ive CPU t imes, 
on t h e  order  o f  severa l  minutes f o r  l a r g e  program 
s t r u c t u r e s .  Th is  was r e l a t e d  t o  t h e  f a c t  t h a t  t h e  
program was w r i t t e n  f o r  batch process ing use, w i t h  
at tendant  long turnaround t imes. Under a batch 
system, t h e  s i m u l a t i o n  cou ld  n o t  be terminated o r  
mod i f i ed  i f  process ing were excess ive o r  if t h e  
r e s u l t s  were i n  e r r o r .  The d e c i s i o n  t o  implement 
the  s imu la t i on  f o r  batch process ing had far - reach-  
i n g  consequences. Th is  d e c i s i o n  had t h e  f o l l o w i n g  
adverse e f f e c t s  i n  a d d i t i o n  t o  t h e  one which has 
been mentioned : 
Th is  c a p a b i l i t y  i s  r e a d i l y  
Th is  was 
* Long debugging t imes. 
. Lack o f  f l e x i b i l i t y  f o r  making changes. 
Lack o f  c a p a b i l i t y  f o r  human i n t e r a c t i o n  w i t h  
t h e  model f o r  parameter changes o r  f o r  changing 
t h e  mode o r  course o f  t h e  s i rnu la t i on  as i t  was 
being executed. 
Val i d a t i o n  
T r a d i t i o n a l l y ,  v a l i d a t i o n  o f  a s i m u l a t i o n  
model has been "accomplished" by f i n d i n g  t h a t  
s i m u l a t i o n  and a n a l y t i c  model outputs  a r e  equal. 
Th is  r e s u l t ,  o f  course, o n l y  demonstrates t h a t  t h e  
two methods have imp lmen ted  t h e  model l o g i c  i n  
equ iva len t  ways; t h e r e  i s  no proclf t h a t  e i t h e r  
method p r o p e r l y  r e f l e c t s  t h e  r e a l  wor ld  c o n d i t i o n s  
t h a t  a r e  be ing modeled. An a n a l y t i c  model was 
developed f o r  t h i s  p r o j e c t ,  b u t  i t s  use f o r  v a l i d a -  
t i o n  was a secondary c 0 n s i d e r a t i o n . l  The a n a l y t i c  
model was developed p r i m a r i l y  t o  p rov ide  f a s t e r  
execut ion t ime  and t o  be used i n  those instances 
where t h e  d e t a i l  prov ided by the  s i m u l a t i o n  model 
( i n d i v i d u a l  path t races )  i s  unnecessary. U n l i k e  
t h e  s i m u l a t i o n  model, t h e  a n a l y t i c  model does n o t  
compute the  va r iance  o f  number o f  e r r o r s  detected; 
t h i s  q u a n t i t y  i s  use fu l  f o r  many analyses. Thus, 
t h e  two methods a re  complimentary, a n a l y t i c  f o r  
l e s s  d e t a i l e d ,  qu i ck  r e s u l t s  and s i m u l a t i o n  f o r  
d e t a i l e d ,  time-consuming r e s u l t s .  Secondar i ly ,  
t h e  a n a l y t i c  model i s  used as a check aga ins t - -  
n o t  a p roo f  o f - - the s imu la t i on  model. 
The v a l i d a t i o n  t e s t s  which were conducted a re  
descr ibed below. 
a.  Mean number o f  E r ro rs  Seeded. 
E r ro rs  a re  seeded i n  t h e  s i m u l a t i o n  model 
w i t h  e x p o n e n t i a l l y  d i s t r i b u t e d  d is tances ( n m b e r  
o f  source statement) between e r r o r s .  
e q u i v a l e n t  t o  a Poisson d i s t r i b u t i o n  o f  number o f  
e r r o r s  seeded per  arc ,  w i t h  t h e  mean number seeded 
being p r o p o r t i o n a l  t o  a r c  l eng th .  The t o t a l  num- 
ber  o f  e r r o r s  seeded i n  t h e  d i r e c t e d  graph i s  a l s o  
Poisson d i s t r i b u t  d w i t h  mean S/M and standard 
d e v i a t i o n  (S/M)'P2, where S i s  number o f  source 
statements and M i s  t h e  mean number o f  s t a t e -  
ments between e r r o r s .  Since t h e  sample was 
N = 100 seedings, t h e  normal approx imat ion o f  t h e  
Poisson was used. Since t h e  va r iance  i s  known, 
the  t e s t  s t a t i s  t i c  : 
Z = [x - (S/M ) ] /  (S/MN)'/', where x i s  t h e  mean 
number o f  e r r o r s  seeded over N seedings w i t h  
M = 21 statements between e r r o r s .  A two-sided 
t e s t  was used w i t h  a = .05. E i g h t  Module 1 Naval 
T a c t i c a l  Data System procedures were t e s t e d  f o r  
e r r o r  seeding . 
This  i s  
Ho: 1-1 = S/M 
Re jec t  Ho i f  I Z I  > 1.96 
The r e s u l t s  o f  t h e  hypothes is  t e s t s  a r e  
H i :  1-1 # S/M 
shown i n  Table 1. 
Table 1 
Mean E r r o r  Seeding Tests Pro- 
ced - - 1 I 2  









10 .476 .550 
9 .429 .430 
8 .381 .400 
15 .714 .780 
17 .810 .840 
12 .571 .680 
13 .619 .700 


















H() be accepted in each Of the and t h e  t r a v e r s a l  counter  showed 994, 1004, 1006, 
e a s i l y  pass a c h i  square t e s t  a t  t h e  99% conl ' i -  
above t e s t s ,  t h e  s i m u l a t i o n  e r r o r  seeding was con- 996 the observed frequencies. These 
s i  s t e n  tl y h igh .  
dence l e v e l .  Another t e s t  i nvo l ved  a graph w i t h  a s i n g l e  
i n p u t  and a s i n g l e  e x i t  node. 
these nodes had a l e n q t h  o f  10 and M was s e t  t o  
Comparison Wi th Empi ri ca l  Resul ts  The a r c  j o i n i n g  
1 so t h a t  t h e  expected number o f  seeded e r r o r s  
was 10. The seeding sub rou t ine  was c a l l e d  1000 
t imes t o  seed e r r o r s  i n  t h i s  a rc ,  and t h e  mean 
number o f  e r r o r s  seeded was 9.995. Th is  t e s t  was 
conducted by runn ing  a 1000 i n p u t s  through t h e  
graph and s i n c e  each i n p u t  t rave rses  t h e  s i n g l e  
a r c  t h e  number o f  e r r o r s  found i s  t he  same as t h e  
number seeded [ Z = (10 - 9.9995) / (10*1000) ' /2  = 
.00005 ! 
b .  P r o b a b i l i t y  o f  Arc T rave rsa l  
T rave rsa l s  on a g i ven  a r c  o r  pa th  a re  
independent and t h e  p r o b a b i l i t y  o f  t r a v e r s a l  i s  
cons tan t  on success ive t r i a l s .  The number o f  t r a -  
v e r s a l s  i n  an a r c  i j  i s  b i n o m i a l l y  d i s t r i b u t e d .  
The p r o b a b i l i t y  o f  a r c  t r a v e r s a l  i s  P.;; and t h e  
r e l a t i v e  f requency o f  t r a v e r s a l  ob ta ine i i  from 
s i m u l a t i o n  i s  P i j ,  so t h a t  E(P;j) = P i j  and 
V(P;j) = P i j ( l - P i j ) / N ,  where N i s  t h e  number o f  
independent t r i a l s  (100 r e p l i c a t i o n s  x 100 r e p e t i -  
t i o n s  = 10,000 t r i a l s ) .  S ince a normal approxima- 
t i o n  can be used when N i s  t h i s  l a r g e  and t h e  
va r iance  i s  known, t h e  t e s t  s t a t i s t i c  
z = ( P i j  - P..) / (P. . ( l -P. . )N) ' "  
1J 1J 1J 
was employed f o r  a two s i d e d  t e s t  w i t h  CL = .05. 
E i g h t  procedures ( d i f f e r e n t  procedures than used 
i n  seeding t e s t s )  were randomly se lec ted .  A 
branch node o f  each o f  t h e  e i g h t  procedures and 
i t s  ou tgo ing  arcs were a l s o  randomly se lec ted .  
i j  Ho: = P 
H1: P # Pij 
R e j e c t  Ho i f  [ z (  > 1.96 
The hypothes is  Ho was accepted i n  each case. 
c. Numbers of  A rc  and Path T rave rsa l s  
The branching mechanism was t e s t e d  by i n c l u d i n g  i n  
t h e  program a t r a v e r s a l  coun te r  which records t h e  
number o f  t imes each a r c  i s  t r a v e r s e d  d u r i n g  a 
program run. 
coun te r  was conf i rmed by o b t a i n i n g  d e t a i l e d  o u t p u t  
f o r  seve ra l  d i f f e r e n t  graphs and manual ly  conf i rm- 
i n g  t h a t  t h e  count  corresponded t o  t h e  d e t a i l e d  
ou tpu t .  
Several  runs were made t o  t e s t  t h e  a c t u a l  t r a v e r s a l  
count  a g a i n s t  t h e  expected number. 
t e s t  i s  repo r ted  below: 
The graph w i t h  a s i n g l e  i n p u t  node connected 
t o  each o f  4 t e r m i n a l  nodes was used i n  a r u n  w i t h  
1 i n p u t ,  4000 r e p l i c a t i o n s ,  and 1 seeding. 
expected number o f  t r a v e r s a l s  on each a r c  i s  1000, 
The c o r r e c t  f u n c t i o n i n g  o f  t h e  
One s p e c i f i c  
The 
Both the  s i m u l a t i o n  model r e s u l t s  
(F igu re  4 )  and those ob ta ined  f rom t h e  a n a l y t i c  
model2 showed a s i g n i f i c a n t  r e l a t i o n s h i p  between 
program complex i ty  and e r r o r  d e t e c t i o n  and between 
complex i ty  and t e s t  e f f o r t .  Al though g r a t i f y i n g ,  
these r e s u l t s  were i n s u f f i c i e n t  because i t  wIis 
s t i l l  n o t  known whether model r e s u l t s  would co r re -  
spond t o  so f tware  e r r o r  processes observed i n  
p r a c t i c e .  
c l e s  f o r  s t u d y i n g  the  e r r o r / c o m p l e x i t y  problem, 
b u t  now i t  was t ime  t o  t u r n  o u r  a t t e n t i o n  t o  
o b t a i n i n g  e m p i r i c a l  data.  By t h i s  t ime  some pro-  
posals  f o r  so f tware  m e t r i c s  had been advanced and 
t h e r e  were t e n t a t i v e  r e s u l t s  which suggested a 
q u a n t i t a t i v e  r e l a t i o n s h i p  between complex i ty  and 
e r r o r  p roper t i es3 ,  b u t  s u b s t a n t i v e  q u a n t i t a t i v e  
measurements o f  s t r u c t u r a l  comp lex i t y  were n o t  
a v a i l a b l e .  Therefore an exper iment  was undertaken 
t o  o b t a i n  these data4. The exper iment i n v o l v e d  
t h e  design, p r o g r a m i n g ,  debugging and t e s t i n g  o f  
f o u r  programs which were coded i n  ALGOL-W f o r  exe- 
c u t i o n  on an IBM 360/67 under OS/MVT and CP/,MS 
o p e r a t i n g  systems. One o f  t h e  ma jo r  r e s u l t s  o f  
t h i s  exper iment i s  shown i n  Table 2. 
Both models served as e x c e l l e n t  vehi -  
Table 2 
Compl e x i  ty  Measure Comparison 
No E r r o r s  E r r o r s  
Mean No. o f  Mean No. o f  
Value Procs.  Value Pro:s. - - _ _ _ _ _  
Cycl omat i  c 1.70 83 4.74 3 1  
Number 
No. o f  Source 9.36 83 27.23 3 1  
S t  a tements 
No. o f  Paths 2.67 82 27.1 20 
R e a c h a b i l i t y  10.1 82 120.3 211 
The mean values o f  seve ra l  s t r u c t u r a l  complex i ty  
measures (e.g., number o f  pa ths )  a re  t a b u l a t e d  f o r  
procedures w i t h  no e r r o r s  aga ins t  procedures w i t h  
e r r o r s .  D e f i n i t i o n s  of  these complex i ty  mea'jures 
a re  g i ven  i n  r e f e r e n c e  4. The h i g h e r  t h e  values 
o f  these measures, t h e  more compl icated a r e  the 
corresponding program s t r u c t u r e s  and , hence , t h e  
g r e a t e r  t h e  d i f f i c u l t y  encountered i n  w r i t i n g  and 
debugging these programs. Another impor tan t  r e -  
s u l t  was t h a t  t h e  mean e r r o r  f i n d i n g  and corpec- 
t i n g  t imes f o r  procedures w i t h  e r r o r s  were al iout  
t w i c e  t h e  corresponding t imes f o r  procedures w i t h -  
o u t  e r r o r s .  Thus s i m u l a t i o n ,  a n a l y t i c  and e inp i r i -  
c a l  approaches a l l  showed s i g n i f i c a n t  r e l a t i o n -  
sh ips  between comp lex i t y  and e r r o r  p r o p e r t i e s  and 
between comp lex i t y  and t e s t  e f f o r t .  However, an 
i n t e r e s t i n g  d i f f e r e n c e  arose between t h e  simAla- 
t i o n l a n a l y t i  c model approach versus empi ri ca I 
methods. I n  t h e  former,  t h e  number o f  error: ;  
846 
which was p r o b a b i l i s t i c a l l y  seeded i n  a program 
s t ruc tu re  was a known q u a n t i t y .  Thus i t  was POS- 
s i b l e  t o  o b t a i n  e i t h e r  counts o f  detected e r r o r s  
o r  res idual  e r r o r s  and t o  p l o t  these q u a n t i t i e s  
against  complexity o r  number of i npu ts .  This, o f  
course, was n o t  t he  case i n  the  emp i r i ca l  study, 
where number o f  e r r o r s  can never be known. 
Accordingly, whereas the  models measured e r r o r  de- 
t e c t i o n  capabi l i t y  , the  purpose o f  t h e  e r r o r  
experiment was t o  count e r r o r s  made i n  design and 
programming and t o  r e l a t e  these data t o  complexity 
and o the r  fac to rs .  
Concl usions 
O v e r a l l ,  the f o l l o w i n g  conclusions can be 
drawn regard ing  t h e  usefulness and appl i cabi 1 i t y  
o f  t he  various techniques: . The s imu la t i on  and a n a l y t i c  models were va luable 
f o r  analyz ing and s tudy ing  the  problem, p a r t i c u -  
l a r l y  i n  the  beginning o f  t he  p r o j e c t ,  and prov id-  
ed va luable i n s i g h t  i n t o  the nature o f  the com- 
p l  ex i  t y - e r r o r  p roper t i es  re1 a t i onsh i  ps. However, 
t he  r e a l  demonstrat ion o f  t he  v a l i d i t y  o f  ou r  
hypothesis and accuracy o f  r e s u l t s  cou ld  on l y  be 
obta ined by empi ri cal  methods. . Although the  use o f  FORTRAN as a language f o r  
s i m u l a t i o n  i n  t h i s  problem was s a t i s f a c t o r y ,  
h i n d s i g h t  i n d i c a t e s  t h a t  the model should have 
been implemented by us ing t h i s  language under 
t i m e  sha r ing  raither than batch processing. . A1 though , as i n d i c a t e d  above, empi r i  ca l  methods 
have t h e  advantage i n  terms o f  v a l i d i t y  and accu- 
racy, they l ack  g e n e r a l i t y ,  are s h o r t  l i v e d  i n  
t h e i r  a p p l i c a b i l i t y ,  and are r e l a t i v e l y  c o s t l y  t o  
undertake. 
. The d e s i r a b i l i t y  o f  ach iev ing  g e n e r a l i t y  i n  t h e  
models was a twc-edged sword i n  t h a t  t h e  l a c k  o f  
s p e c i f i c i t y  (e.:,. d e t e r m i n i s t i c a l l y  t e s t i n g  cer- 
t a i n  paths and e r r o r  d i s t r i b u t i o n s )  f o r  c e r t a i n  
app l i ca t i ons  i s  t h e  most s i g n i f i c a n t  1 i m i t a t i o n .  
. A l l  methods wt!re very usefu l  f o r  developing 
p r i n c i p l e s  of  program design and t e s t i n g .  How- 
ever, the techn-ques were appl ied t o  small  pro- 
grams. The v a l . d a t i o n  o f  these r e s u l t s  against  
l a rge -sca le  sof tware p r o j e c t s  i s  a chal lenge f o r  
f u t u r e  research 
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